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TNO 02
Blockchain and Bitcoin

» Origins lie in Bitcoin - Bitcoin was developed as

cryptocurrency - a technological alternative to fiat
currencies (dollar, euro, pound)

» An attempt to be an anonymous “Bank of the
Internet” or Paypal

» Finite number of Bitcoins supposedly provides
gold-standard type guarantee against inflation
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» Bitcoin depends on the bitcoin Blockchain to function

» All Bitcoin transactions are recorded on the
bitcoin blockchain

» The blockchain is the infrastructure upon which
bitcoin rests

» Every 10 min a new block is add by

“miners” (who consume huge amounts of energy)
2




THNO 052
In the beginning ...

» There was the database ....

» ... and then there was the
network

» PUT THEM TOGETHER

» Gives us first “cloud
computing”

» ... and now “blockchain”
technology
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A blockchain is a simply database
but ...:

Distributed across the network
(Internet) - everyone has a copy

Auto-synced - every copy Is the
same almost instantly

Nothing can be deleted

Commonly open and public -
everyone (authorised) can add

AND currently very slow
throughput, very low capacity
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Blockchain technology is
otherwise known as Distributed
Ledge Technology (DLT)

http://dataconomy.com/wtf-is-the-blockchain-a-guide-for-total-beginners/
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a complete set of blocks

In theory, everyone can see
all transactions (complete
transparency)
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What is a chain?

Prev. Block -~ Prev, Block -~
Ox001 OxD02

» Each block is linked to the S -
previous block via a hash
function. This means you
cannot change a block
without breaking the chain.

Prev. Block -
0003

Block 3
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» Each block is
cryptographically signed as
well.
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Very secure due to use of cryptography

Capable of near real-time synchronisation or
settlement

Very low transaction costs (only partially true)

Typically based on open source software - changes
are developed by the community

Transparency and traceability of transactions is
typically superior to current systems but user
identification may be weaker or nonexistent
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Permissioned vs. Unpermissioned
Blockchains TN S

Distributed Ledger Taxonomy

» Bitcoin uses an public o man copis
unpermissioned |
blockchain meaning anyone
can. Trust is achieved
through mining. ], ome |, [

these copies? Bankchain, a clearing
and settlement network

ey ONE 3 | Traditional ledger eg a
personal bank account

» Other options possible
including permissioned/ -
public, permissioned/private, ! j:ﬁ”{;‘?;:"ﬁ; T

- e validation :lipple, ? global ftinancial
and a traditional ledger e.qg. s b ansactons systom
ledger?
bank account.
k Any user, by | Unpermissioned, pybli;
3 untrusted ———— shared ledger eg Bitcoin,
consensus a cryptocurrency

Figura courtesy of Dave Birch (Consult Hyperion)
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Consensus and Governance

» Part of the intention with blockchain technology is to write
the governance into the code

» The consensus algorithm is a key aspect of the governance
of any blockchain - and there are several different kinds

Proof-of-work
. (mechanism develope d) II—
- Bitcoin (Nakamoto consensus, ) H-IIIIIIIIIIIIIIIIII"
Proof-of-work
‘ > — ed coins
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Federated
consensus

Proprietary
consensus
mechanism

Leader-elected
consensus
- RBFT (e.g., Redundant Byzantine Fault
Tolerance : e.g. Evernym)

- Derived PBFT by Digital Asset for HyperLedger project *

PBFT & Derivatives — SBFT (e.g.Chain) »



http://www.disledger.com/kpmg-blockchain-consensus-mechanism.pdf
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“Nothing can be deleted ...."

The blockchain as a distributed write only ledger is an
ideal repository for certain types of data

|deal for reducing some kinds insurance fraud
Record auto accidents so only one claim can be made

Record valuables so that no fraudulent claims are
possible

Tracking art works across chains of custody
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All transactions on a blockchain can be visible (to
everyone or to the selected parties)

Immediate visibility (replication) of all transactions
means no third party is needed

“The transparency of this distributed ledger virtually
eliminates fraud, which further reduces the costs of

doing business for all parties involved.” — Jason
Leibowitz
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Etheruem (https.//www.ethereum.org) is a
programmable smart contract platform, using ether as
its unit of currency.

N4

ETRHEREUM

Also very slow, guaranteed uptime computer!
Example of Blockchain 2.0 - creating platforms

Started by Vitalik Buterin and Gavin Wood

FRONTIER

Presold $15M worth of ether which has funded its
development.

Major visibility and public backing, e.g. now available
on Microsoft Azure.
i

Microsoft Azure
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Key feature:Smart Contracts

» Asmart contract is a software implementation of legal
contract. Originally developed by Nick Szabo in early ‘90s

rote: & Aneumwmmmnuuawma'éooobyw]

» ldea is to transfer contractual obligation
onto an impersonal software system

..........

| ha02¢ 086
note: Aprll1 2014 is 1396310400 in "computer time*

» Much excitement now that one can e i G070 st 1[G
‘run” smart contracts on the blockchain  foE st e

. . . and ~ L timestamp - il < ~ B cinrane ~ 1> 8 DEA!

» Bitcoin includes a form of smart B o cosra o ot s e e s o S

"N'storage ~ | - 81, WEBS

contacts. Etheruem is an infrastructure o | T st (D
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to run a VM for smart contracts &

13 http://etherscripter.com/what_is_ethereum.html
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BigChainDB (https://www.bigchaindb.com/) is an attempt to

solve the throughput challenge.

BigChainDB provides a “blockchain™ layer over a conventional

DB (currently RethinkDB, soon MongoDB).
Claims to handle 1m transactions per second

Open source, under active development

Applications Applications Applications

Platform (e.g. AWS) Platform (e.g. AWS) Platform (e.g. Etheruem)

Processing (e.g. EC2) Processing (e.g. EC2) Processing (e.g. Eth VM)

Database
BigChainDB

Database
BigChainDB

File System
(e.q. IPFS)

Database
(e.q. MySQL)

File System
(e.q. S3)

File System
(e.q. S3)



https://www.bigchaindb.com/
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~ everledger

Everledger (http://www.everledger.io/)
- Eris based permanent record of all
diamonds to ensure authenticity and
provide a record against fraudulent
insurance claims.

Dynamis (http://
www.dynamisapp.com/ ) - Ethereum
based, uses Linkedln as social
network and oracle to provide
unemployment insurance

15


http://www.everledger.io/
http://www.dynamisapp.com/

TNO 2 e
Real examples (2)

» Insurkth (http://

insureth.mkvd.net/) - Ethereum InsurkE TH
based flight insurance - contract sy lghwiEpereu
runs on the Etheruem

blockchain

» Augur (http://www.augur.net/) -
Etheruem based prediction
market
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Provenance.org (https://
www.provenance.org) Ethereum
based, focus on traceability and
transparency, wants to “tell the
story” of food, uses blockchains
to guarantee trust.

Filament (https://filament.com)
wants to use blockchain for
agricultural asset tracking.

for life



https://www.provenance.org
https://filament.com

» SkuChain (https://
www.skuchain.com) want to
track containers and transport
shipments using blockchains

» FarmShare (http://
farmshare.us) want to build
decentralised community
support agriculture
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Crop Insurance: A hypothetical example
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Decentralized / shared control - situations where
enemies need to work together for their mutual benefit,
e.g. banks, perhaps in agrifood supply chains

Immutability / audit trail - situations where it is of prime
Importance to have an immutable audit trail, where users
cannot change data post hoc, e.g. Everledger for
diamonds, perhaps for certification in agrifood

Assets / exchanges - situations where the assets can live
on the blockchain e.g. stock exchanges, currency or
energy exchanges, perhaps for local agrifood
marketplaces.

based on https://bloq.biqchaindb.Com/three—bIockchain—benefits—a63a2a5ab1OZtIZquOOpp9


https://blog.bigchaindb.com/three-blockchain-benefits-ae3a2a5ab102#.2qi900pp9

Thank You

QUESTIONS
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Thanks are due to Vinay Gupta, Oskar van

Deventer, Trent McConaghy, Lan Ge, among
others
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